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[bookmark: _Toc216812792]A.0 Scheme Identification and Ownership
[bookmark: _Toc216812793]A.0.1 Scheme name and short description
The present document defines the Guardian SecureApp™ Product Certification Scheme Rules (“the Scheme”).
The Scheme provides third-party certification for cybersecurity of digital products and services (web applications, SaaS / multi-tenant platforms and APIs / microservices) based on publicly available security criteria and a structured evaluation process operated in accordance with ISO/IEC 17065.
[bookmark: _Toc216812794]A.0.2 Scheme Owner (legal entity, address, legal status, nature – CAB/association)
[bookmark: _Toc216812795][image: ]a) Scheme Owner (legal entity)
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	Particular 

	1
	Legal name
	Guardian Assessment Private Limited (“Guardian”)

	2
	Registered office
	812 B WING CTS NO. 1/222A, SAMARTHA, AISHWARYA, HIGH LAND, OSHIWARA, OPP. SAMARTHA VAIBHAV, MUMBAI, 400053, India

	3
	Corporate identity number / registration number
	U74999MH2018PTC307933

	4
	LEI Number
	9845005012BJC70D8671
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	Certification Mark
	











[bookmark: _Toc216812796]b) Legal status and role
· Guardian Assessment Private Limited is a registered company under the laws of India and operates as a Conformity Assessment Body (CAB) providing certification services.
· For the purposes of this Scheme, Guardian acts as the Scheme Owner and the Product Certification Body responsible for the development, maintenance and operation of the Guardian SecureApp™ Scheme in line with ISO/IEC 17065 and IAF MD 25.
[bookmark: _Toc216812797]c) Governance and responsibilities
· The Scheme Owner is responsible for:
· defining and approving the Scheme rules and technical criteria;
· ensuring that the Scheme is operated in an impartial and non-discriminatory manner;
· ensuring that all certification activities are carried out under a documented management system aligned with ISO/IEC 17065;
· maintaining appropriate arrangements for liability, financial stability and insurance, as defined in GSA-PR-03.
· Cross-reference: further details on governance, impartiality, legal status, liability and insurance are described in:
· GSA-MN-01, Sections [●];
· GSA-PR-02 (Governance, Impartiality & Conflict of Interest);
· GSA-PR-03 (Legal Status, Liability & Insurance).
[bookmark: _Toc216812798]A.0.3 Conformity assessment activity and applicable standard
A.0.3.1 Product certification – reference to ISO/IEC 17065
· This Scheme is designed and operated as a product certification scheme in accordance with:
· ISO/IEC 17065 – Conformity assessment – Requirements for bodies certifying products, processes and services.
· All requirements of ISO/IEC 17065 that are applicable to a product certification scheme are addressed through the combination of:
· the Guardian SecureApp™ Policy Manual (GSA-MN-01);
· the Guardian SecureApp™ procedures (GSA-PR-01 to GSA-PR-15); and
· these Scheme Rules (Annex A), which define the specific conformity assessment scheme for cybersecurity and digital products.
A.0.3.2 Reference to GSA-PR-01 and GSA-MN-01
a) The generic process for development, validation, approval, review and change management of schemes is defined in:
· GSA-PR-01 – Procedure for Scheme Development, Validation, Adoption & Scheme Rules – Guardian SecureApp™.
b) The policy framework, organisational context and management system applicable to this Scheme are defined in:
· GSA-MN-01 – Guardian SecureApp™ Policy Manual.
c) This Annex A is a normative component of GSA-PR-01 and shall be applied together with the procedures referenced above.
[bookmark: _Toc216812799]A.0.4 Geographical area of acceptance
a) The Scheme is intended to be applicable to eligible clients irrespective of geographical location, subject to:
a. pplicable legal, regulatory or contractual restrictions;
b. Guardian’s ability to perform evaluation and surveillance activities (including through the use of ICT and/or controlled external resources in line with GSA-PR-06 and IAF MD 4 / MD 12);
c. acceptance of the Scheme by the relevant Accreditation Body (AB) and, where applicable, by regulators or market authorities.
b) The primary accreditation for the Scheme is sought/maintained with United Accreditation Foundation (UAF) under ISO/IEC 17065. The geographical scope of accredited activities is defined in the accreditation certificate and shall be complied with at all times.
[bookmark: _Toc216812800]A.0.5 Links to other schemes / standards (if any)
a) The Guardian SecureApp™ Scheme is a proprietary scheme owned by Guardian Assessment Private Limited and is not operated under license from any external scheme owner.
b) The Scheme uses publicly available, non-proprietary technical criteria (e.g. OWASP, NIST) as normative references for security requirements, but these organisations are not scheme owners and do not exercise any control over the Scheme, its rules, or certification decisions.
c) Where clients hold other certifications (e.g. ISO/IEC 27001, SOC 2, PCI DSS or sector-specific security certifications), such certifications may be considered as supporting evidence during evaluation. They do not replace the evaluation required under this Scheme and do not automatically result in certification.
[bookmark: _Toc216812801]A.0.6 Reference to UAF Scheme Suitability / IAF MD 25 evaluation (see GSA-PR-01)
a) The suitability of the Guardian SecureApp™ Scheme has been evaluated, and will be periodically reviewed, in accordance with:
   – IAF MD 25 – Mandatory Document for Criteria for the Evaluation of Conformity Assessment Schemes; and
   – UAF’s Scheme Suitability requirements and checklist (e.g. UAF-F-67 or its latest version).
b) The methodology, responsibilities and records for Scheme suitability evaluation, including initial validation and subsequent reviews, are defined in GSA-PR-01, Sections [●].
c) This Annex A is one of the primary documents submitted to the Accreditation Body for Scheme suitability review and approval.
[bookmark: _Toc216812802]A.1 Objective and Scheme Overview
[bookmark: _Toc216812803]A.1.1 Objective of the Guardian SecureApp™ Scheme
a) The principal objective of the Guardian SecureApp™ Scheme is to provide independent, credible and repeatable third-party certification that a digital product or service:
I. implements a defined set of cybersecurity controls appropriate to its risk profile, as specified in Section A.7;
II. has been evaluated using structured methods and depth corresponding to its selected module(s) (A/B/C) and assurance level (1–3); and
III. is subject to an ongoing surveillance and change-management framework designed to maintain confidence in the certified claim throughout the certification cycle.
b) The Scheme aims to support:
I. customers and regulators, by providing a transparent basis for assessing cybersecurity claims;
II. product owners and providers, by offering a recognised framework to demonstrate due diligence in secure design, implementation and operation;
III. the broader market, by promoting consistent use of publicly available cybersecurity standards and good practices.
[bookmark: _Toc216812804]A.1.2 Nature and limitations of certification
a) Certification under this Scheme represents Guardian’s attestation of conformity to the defined Scheme requirements at a point in time and within the scope described on the certificate.
b) Certification does not:
   1) guarantee that the certified product or service is free from vulnerabilities, attacks or failures;
   2) replace the legal, regulatory or contractual responsibilities of the certified client;
   3) imply any acceptance, endorsement or warranty by OWASP, NIST or any other referenced organisation.
c) The certified client remains fully responsible for:
   – the design, operation and maintenance of the certified product or service;
   – compliance with applicable law and regulation;
   – timely reporting of relevant changes, incidents and vulnerabilities as defined in Sections A.11 and A.12.
[bookmark: _Toc216812805]A.1.3 Target users and stakeholders
The Scheme is intended for, but not limited to, the following stakeholders:
a) Product Owners / Providers
   – Organisations that develop, own or operate web applications, SaaS / multi-tenant platforms, APIs or microservices and wish to demonstrate that their products meet defined cybersecurity requirements.
b) Customers and Relying Parties
   – Organisations procuring or relying on digital products and services who require evidence of structured cybersecurity evaluation and ongoing surveillance.
c) Regulators and Authorities
   – Authorities and regulators that may refer to independent product certification as part of their supervisory or market-access frameworks.
d) Other Interested Parties
   – Insurers, investors, partners and other stakeholders who may use certification as one element in their risk assessment or due-diligence processes.
[bookmark: _Toc216812806]A.1.4 Relationship with other standards, regulations and certifications
a) The Scheme has been designed to be compatible with, but not a replacement for, other security and compliance requirements such as:
   – information security management standards (e.g. ISO/IEC 27001 and related standards);
   – data protection and privacy regulations;
   – sector-specific cybersecurity or safety regulations;
   – other third-party assurance frameworks (e.g. SOC 2).
b) Where applicable, evidence from such frameworks may be used as input to the evaluation process (for example, to support understanding of the organisation’s security governance). However, certification under this Scheme is granted solely on the basis of conformity with the Scheme’s own technical requirements and evaluation rules (Sections A.7–A.11).
[bookmark: _Toc216812807]A.1.5 Cross-reference to GSA-PR-01 (scheme development and validation process)
a) The design, validation and adoption of the Guardian SecureApp™ Scheme, including this Annex A, have been carried out in accordance with GSA-PR-01 – Procedure for Scheme Development, Validation, Adoption & Scheme Rules.
b) GSA-PR-01 defines, among other aspects:
   – the steps and evidence required to justify the need for the Scheme;
   – how market and stakeholder input is obtained and considered;
   – how Scheme suitability is evaluated against ISO/IEC 17065 and IAF MD 25;
   – how Scheme changes and transitions are managed over time.
c) This Annex A shall be read together with GSA-PR-01 and the other Scheme procedures. In the event of any inconsistency between marketing material and this Annex A, these Scheme Rules and the applicable procedures shall prevail.
[bookmark: _Toc216812808]A.2 Scope of Certification
[bookmark: _Toc216812809]A.2.1 Products and services covered
a) This Scheme applies to digital products and services that are primarily software-based and exposed through web, SaaS or API interfaces, including combinations thereof.
b) Products and services eligible for certification shall fall into one or more of the following categories, which correspond to the Scheme modules defined in Section A.3:
1. Module A – Web Application Security
· Browser-based or web-fronted applications accessed by end-users, administrators, partners or other stakeholders over HTTP/HTTPS or equivalent protocols.
· Examples include, but are not limited to: customer portals, e-commerce sites, management dashboards, online banking or trading portals, internal web applications, administration consoles.
2. Module B – SaaS / Multi-tenant Platform Security
· Hosted, subscription-based services delivered over the internet, typically operating on a multi-tenant or logically partitioned architecture.
· Examples include: CRM/ERP SaaS platforms, collaboration and productivity suites, industry-specific SaaS offerings, managed security or analytics platforms.
3. Module C – API / Microservices Security
· Programmatic interfaces and microservices exposed for internal or external consumption, including REST, GraphQL, gRPC or similar API styles, service meshes and internal service-to-service communications where security is critical.
· Examples include: public developer APIs, payment or identity APIs, internal microservices handling business-critical or sensitive data.
c) Hybrid or integrated solutions that include elements of more than one module (e.g. a SaaS platform with exposed APIs and web admin console) may be certified under multiple modules, as defined in Section A.3.
[bookmark: _Toc216812810]A.2.2 Exclusions and limitations
a) The Scheme does not by itself provide certification of:
1. Underlying cloud or data-centre infrastructure as a whole (e.g. IaaS providers), except to the extent that configuration and controls are within the certified client’s responsibility and are explicitly included in the scope;
2. General organisational management systems (e.g. ISO/IEC 27001, ISO 9001, ISO 22301), unless such systems are explicitly incorporated into the product scope as supporting controls;
3. Purely physical products without a security-relevant digital component;
4. Services where the applicant has no effective control over the design, configuration or operation of the security-relevant components.
b) Where the evaluated product depends on external services (e.g. cloud platforms, identity providers, third-party APIs), such dependencies and their respective responsibility boundaries shall be clearly identified in the evaluation and stated in the scope (see A.2.3).
c) If regulatory or contractual frameworks impose additional or different requirements (e.g. sectoral cyber regulations), compliance with those is not automatically covered by this Scheme unless explicitly stated in the scope and evaluation.
[bookmark: _Toc216812811]A.2.3 Scope statement for certificates (mandatory elements)
Each certificate issued under this Scheme shall include a clear and unambiguous scope statement that, at a minimum, specifies:
a) Product / Service Identification
· Product or service name, version / release family, or other unique identifier;
b) Module(s) in scope
· The applicable module(s) as per A.3 (Module A – Web Application Security, Module B – SaaS / Multi-tenant Platform Security, Module C – API / Microservices Security);
c) Assurance level
· The assurance level granted (Level 1 – Basic, Level 2 – Enhanced, Level 3 – High) as per A.3;
d) Functional and technical boundaries
· The main security-relevant functionalities and components included in the evaluation (e.g. “public customer portal, admin console, payment API, multi-tenant core platform, reporting microservices”);
e) Deployment and usage context
· The intended deployment model and exposure (e.g. internet-facing, intranet-only, partner network, mobile access via browser, etc.);
f) Assumptions, prerequisites and exclusions
· Any significant exclusions (e.g. “mobile native app not evaluated”; “on-premise deployments excluded”), assumptions about the environment, or responsibilities placed on the client’s customers or partners.
The rules for certificate content and example scope text are further detailed in A.10.6 and the certificate template format (GSA-F-43).
[bookmark: _Toc216812812]A.2.4 Cross-reference to GSA-PR-07 (application & contract)
a) The process for defining and agreeing the certification scope with the applicant is described in GSA-PR-07 – Application, Contract & Scope Definition.
b) The formats GSA-F-28 (Application Form), GSA-F-29 (Application Review & Risk Screening) and GSA-F-30 (Scope Definition & Contract Confirmation) shall be used to ensure that the agreed scope satisfies the requirements of Sections A.2.1 to A.2.3 and is documented before evaluation activities commence.
[bookmark: _Toc216812813]A.3 Scheme Options – Modules and Assurance Levels
[bookmark: _Toc216812814]A.3.1 Description of modules (A/B/C)
The Scheme is structured into three modules which can be applied individually or in combination, depending on the architecture and exposure of the product:
[bookmark: _Toc216812815]a) Module A – Web Application Security
· Focus: security of web front-ends and browser-accessible components.
· Typical controls emphasised: input validation, authentication and session management, access control, secure communication, output encoding, protection against common web attacks (e.g. injection, XSS), secure configuration, error handling and logging.
[bookmark: _Toc216812816]b) Module B – SaaS / Multi-tenant Platform Security
· Focus: security of multi-tenant business platforms and services, including tenant isolation and platform-level governance.
· Typical controls emphasised: tenant isolation and segregation, access provisioning and identity management, data-at-rest and in-transit protection, change and release management, backup and recovery, monitoring and incident handling, configuration and lifecycle security in a multi-tenant context.
[bookmark: _Toc216812817]c) Module C – API / Microservices Security
· Focus: security of APIs and microservices used by internal or external consumers.
· Typical controls emphasised: authentication and authorisation for APIs, input/output validation, rate limiting and abuse prevention, secure API gateways, protection against OWASP API Security Top 10 issues, secure inter-service communication, logging and traceability at service level.
[bookmark: _Toc216812818]A.3.2 Assurance levels 
(Level 1 – Basic, Level 2 – Enhanced, Level 3 – High)
Certification under each module is granted at one of three assurance levels, which define the minimum depth of evaluation and strength of evidence:
[bookmark: _Toc216812819]a) Level 1 – Basic Assurance
· Intended for lower-risk use cases (e.g. informational sites, internal tools, non-sensitive data, limited exposure).
· Evaluation emphasis:
· verification of baseline security controls;
· high-level vulnerability assessment and configuration review;
· limited sampling and testing depth.
[bookmark: _Toc216812820]b) Level 2 – Enhanced Assurance
· Intended for medium-risk use cases (e.g. business-critical applications, authenticated user access, moderate sensitivity of data and transactions).
· Evaluation emphasis:
· structured testing against applicable OWASP ASVS and/or OWASP API controls;
· review of secure development lifecycle (SDL/SDLC) practices;
· verification of vulnerability management, patching and logging;
· deeper sampling of functionalities, roles and data flows.
[bookmark: _Toc216812821]c) Level 3 – High Assurance
· Intended for high-risk use cases (e.g. high-value or regulated transactions, highly sensitive or safety-critical information, systems with significant business or societal impact).
· Evaluation emphasis:
· in-depth technical testing, including targeted penetration testing;
· detailed review of threat modelling and TARA, and their integration into design and development;
· more extensive sampling of components, environments and interfaces (including negative test scenarios);
· stronger evidence of mature SDL/SDLC and formal vulnerability management practices.
The detailed mapping of activities, sampling depth and minimum evidence for each level shall be defined in the technical evaluation guidelines and checklists referenced in Sections A.4 and A.7.
[bookmark: _Toc216812822]A.3.3 Allowed module–level combinations
a) The Scheme permits certification of:
1. A single module at a defined level (e.g. A–Level 1, B–Level 2, C–Level 3);
2. Multiple modules at the same assurance level (e.g. A+B–Level 2; B+C–Level 3);
3. Multiple modules at different assurance levels, where justified by the risk profile and architecture (e.g. A–Level 2, C–Level 3).
b) For multi-module certifications, the evaluation shall demonstrate that all module-specific requirements for each selected module and level have been adequately applied. The certificate and directory entry shall clearly indicate the modules and levels granted.
c) Where a single product includes components of differing criticality, Guardian may agree, with justification, to apply different levels to different parts, provided this is clearly reflected in the scope and statement of conformity.
[bookmark: _Toc216812823]A.3.4 Rules for upgrading or downgrading assurance level
a) Upgrading assurance level
· A certified client may request an upgrade (e.g. from Level 1 to Level 2 or Level 2 to Level 3) or Guardian may recommend an upgrade based on increased risk or business requirements.
· An upgrade shall only be granted following additional evaluation activities that meet the requirements of the higher level for the relevant module(s).
b) Downgrading assurance level
· Guardian may downgrade the assurance level where:
· significant nonconformities or incidents indicate that the existing level can no longer be justified; or
· the product’s usage or risk profile changes such that a lower level is appropriate.
· Downgrading shall follow the decision rules in A.10 and be recorded using the applicable formats (e.g. GSA-F-59, GSA-F-65).
c) Any change in assurance level shall be:
· reflected in the certificate and public directory entry;
· communicated to the certified client and relevant stakeholders as per GSA-PR-10.
[bookmark: _Toc216812824]A.3.5 Cross-reference to GSA-PR-08 / PR-11 (evaluation planning & criteria application)
a) The determination of applicable module(s) and assurance level(s), as well as the planning of evaluation effort and sampling, shall be documented in the evaluation plan as per GSA-PR-08 – Evaluation Planning & Conduct and GSA-PR-11 – Maintenance Evaluations (Surveillance, Recertification, Special Evaluations).
b) The evaluation plan shall reference the specific technical criteria (e.g. ASVS level(s), OWASP API categories, NIST mappings) applicable to the chosen module–level combination, in line with Sections A.4 and A.7.
[bookmark: _Toc216812825]A.4 Normative and Informative References
[bookmark: _Toc216812826]A.4.1 Normative references
a) The following documents, in whole or in part, are normative for the Guardian SecureApp™ Product Certification Scheme. For dated references, only the edition cited applies. For undated references, the latest edition (including any amendments) applies.
1. ISO/IEC 17065 – Conformity assessment – Requirements for bodies certifying products, processes and services.
2. GSA-MN-01 – Guardian SecureApp™ Policy Manual.
3. GSA-PR-01 to GSA-PR-15 – Guardian SecureApp™ Procedures, as listed in the Master Document List (GSA-F-01).
4. **Annex A – Guardian SecureApp™ Scheme Rules (this document).
b) Where this Annex A specifies requirements more specific or more stringent than GSA-MN-01 or other procedures, the requirements of this Annex shall prevail for the purposes of the Guardian SecureApp™ Scheme.
c) The formats and records listed as Core in the Master Format Register (GSA-F-01) are normative where they are referenced as “shall use” or “shall be recorded using” within this Annex or the associated procedures.
[bookmark: _Toc216812827]A.4.2 Technical normative criteria (public standards and frameworks)
a) The technical security requirements against which products are evaluated under this Scheme are derived from publicly available, non-proprietary standards and good-practice frameworks, including, as applicable:
1. OWASP Application Security Verification Standard (ASVS) – For web applications and SaaS front-ends (primarily Modules A and B).
2. OWASP API Security Top 10 – For APIs and microservices (primarily Module C).
3. OWASP Top 10 (Web Application Security Risks) – As a minimum baseline for all internet-exposed components.
4. Selected controls from NIST frameworks (e.g. NIST SP 800-53, NIST Secure Software Development Framework – SSDF) – For secure development, vulnerability management, logging, monitoring and incident handling.
b) The specific subsets of these criteria applicable to each module (A/B/C) and assurance level (1–3) are defined in the Scheme’s technical mappings and checklists, maintained as controlled documents referenced in:
· Section A.7.2 (Requirements against which conformity is assessed);
· Section A.7.3 (Module–level mapping of technical requirements);
· Formats such as GSA-F-37 (Technical Evaluation Working Papers / Checklist) and GSA-F-38 (Initial Evaluation Report).
c) These technical criteria are normative for the evaluation of conformity under this Scheme. Any deviation, tailoring or exclusion shall be justified, documented in the evaluation plan (GSA-F-33) and approved in line with GSA-PR-08 and GSA-PR-09.
[bookmark: _Toc216812828]A.4.3 Informative references
The following documents are informative and may be used to interpret or support implementation of the Scheme requirements, but they are not directly used as certification criteria unless explicitly referenced elsewhere:
1. ISO 31000 – Risk management – Guidelines.
2. ISO 22301 – Security and resilience – Business continuity management systems.
3. ISO/IEC 27001 and selected related standards (e.g. ISO/IEC 27002, 27017, 27018, 27035).
4. Sector-specific cybersecurity frameworks (e.g. financial sector cyber guidelines, healthcare regulations), where relevant to the product’s context.
5. Any additional guidance documents, AB interpretations, or UAF application documents referenced in GSA-PR-03 (Legal Status, Liability & Insurance) and GSA-PR-14 (Risk Management & Business Continuity).
Where such informative documents are used as supporting evidence in an evaluation, this shall be referenced in the evaluation report (e.g. GSA-F-38, GSA-F-71, GSA-F-72).
[bookmark: _Toc216812829]A.4.4 Cross-reference to technical annexes / checklists
a) The detailed control mappings, test depth, sampling rules and evidence expectations for each module and assurance level are documented in technical annexes and formats, including but not limited to:
· GSA-F-37 – Technical Evaluation Working Papers / Checklist;
· GSA-F-38 – Initial Evaluation Report Template;
· GSA-F-39 – Nonconformity Report Template (Initial Evaluation);
· GSA-F-71, GSA-F-72, GSA-F-73 – Evaluation Report Templates for maintenance and special evaluations.
b) These documents are controlled under GSA-MN-01 and GSA-PR-01. They shall be maintained so that the technical criteria remain aligned with current versions of OWASP and NIST publications, while preserving stability of the Scheme and providing appropriate transition periods.
[bookmark: _Toc216812830]A.5 Terms and Definitions
[bookmark: _Toc216812831]A.5.1 General reference
a) For the purposes of this Scheme, the terms and definitions given in the following documents apply, unless otherwise specified in this Annex:
1. ISO/IEC 17000 – Conformity assessment – Vocabulary and general principles;
2. ISO/IEC 17065 – Conformity assessment – Requirements for bodies certifying products, processes and services;
3. GSA-MN-01 – Guardian SecureApp™ Policy Manual (common glossary, where applicable).
b) Where there is any conflict between definitions in external documents and those in this Annex, the definitions in this Annex shall take precedence for the Guardian SecureApp™ Scheme.
[bookmark: _Toc216812832]A.5.2 Scheme-specific definitions
For clarity within this Scheme, the following additional definitions apply:
A.5.2.1 Applicant
Legal entity that applies for certification of a product or service under the Guardian SecureApp™ Scheme.
A.5.2.2 Certified Client
Applicant that has been granted certification under this Scheme and holds a valid, current Guardian SecureApp™ certificate within a defined scope.
A.5.2.3 Product
For the purposes of this Scheme, “product” means the digital application, SaaS service, API or microservices set that is the subject of certification, including the relevant software components, configurations and operational controls that determine its cybersecurity behaviour within the defined scope (see A.2.3 and A.7.1).
A.5.2.4 Module
Logical grouping of product types for which specific technical and evaluation requirements are defined:
· Module A – Web Application Security;
· Module B – SaaS / Multi-tenant Platform Security;
· Module C – API / Microservices Security.
A product may be certified under one or more modules concurrently.
A.5.2.5 Assurance Level
Graded level (Level 1 – Basic, Level 2 – Enhanced, Level 3 – High) indicating the minimum depth, breadth and rigor of evaluation applied under the Scheme for a given module, as specified in Section A.3.2.
A.5.2.6 Evaluation
Process of assessing the product against the Scheme’s requirements, including planning, execution and reporting of activities such as document review, interviews, testing, vulnerability assessment, penetration testing, code/configuration review and other methods described in Section A.8 and the relevant procedures (GSA-PR-08, GSA-PR-11).
A.5.2.7 Technical Review
Independent, documented review of the evaluation results and related evidence by an authorised person(s) to confirm that the evaluation has been conducted competently and that the conclusions are technically sound and consistent with Scheme requirements (see GSA-PR-09 and GSA-F-56).
A.5.2.8 Certification Decision
Conclusion by Guardian, based on the evaluation results and technical review, that certification is to be granted, maintained, suspended, restored, downgraded, withdrawn, refused or that scope is to be changed, in accordance with Section A.10 and GSA-PR-09 / GSA-PR-10.
A.5.2.9 Nonconformity (NC)
Non-fulfilment of a specified Scheme requirement.
The Scheme distinguishes between:
· Major nonconformity – a non-fulfilment that, either on its own or in combination with other NCs, results in significant doubt about the product’s ability to meet Scheme requirements or to achieve the intended security objectives;
· Minor nonconformity – a non-fulfilment that does not, by itself, pose significant doubt about the overall effectiveness of the security controls, but that requires correction and, where applicable, corrective action.
Grading rules and treatment are defined in Section A.9.
A.5.2.10 Vulnerability
Weakness in design, implementation, configuration or operation of the product that could be exploited by a threat actor to compromise the confidentiality, integrity or availability of the product or the data it processes.
A.5.2.11 Threat Analysis and Risk Assessment (TARA)
Structured method used by the applicant to identify assets, threats, attack surfaces and associated risks, to define security goals for the product and to prioritise security controls. Requirements for TARA evidence are defined in Sections A.7.2 and A.7.4.
A.5.2.12 Incident (Security Incident)
Single or series of unwanted or unexpected information security events that have a significant probability of compromising the confidentiality, integrity or availability of the product or related information. Incident handling and reporting obligations are defined in Sections A.11 and A.12.
A.5.2.13 Major Change
Change to the product, its architecture, deployment model, data sensitivity, or threat exposure that may materially affect the validity of the certification or the adequacy of the applied controls. Criteria and treatment for major changes are described in GSA-PR-10, GSA-PR-11 and Section A.12.
A.5.2.14 Guardian SecureApp™ Mark
Protected certification mark owned by Guardian Assessment Private Limited, licensed to certified clients strictly in accordance with Section A.13 and the applicable license conditions. The mark is used to indicate that the product has been certified under this Scheme for a defined scope and assurance level.
A.5.2.15 Scheme Rules
This Annex A to GSA-PR-01, which defines the normative rules for the Guardian SecureApp™ Scheme, including scope, modules, assurance levels, technical references, certification cycle, mark usage and public information requirements.
[bookmark: _Toc216812833]A.5.3 Cross-reference to definitions in GSA-MN-01
Where GSA-MN-01 includes a central glossary of terms applicable across multiple schemes, those definitions apply to Guardian SecureApp™ unless explicitly superseded by Section A.5.2. In case of any discrepancy, the following order of precedence applies for this Scheme:
1. Definitions in Annex A, Section A.5.2;
2. Definitions in GSA-MN-01;
3. Definitions in ISO/IEC 17000 and ISO/IEC 17065.
[bookmark: _Toc216812834]A.6 Eligibility and Application Requirements
[bookmark: _Toc216812835]A.6.1 Eligibility criteria for applicants
a) The following entities are eligible to apply for certification under the Guardian SecureApp™ Scheme:
1. Legal entities (companies, registered partnerships, public bodies, or equivalent) that own, operate or have legal and technical control over the product in scope;
2. Organisations that can demonstrate authority to implement and maintain the security controls required by this Scheme;
3. Organisations that are able and willing to provide full and accurate information, documentation, access and cooperation as required for evaluation and surveillance.
b) Individuals acting in a purely personal capacity are not eligible. Where the product is developed by a third party, the applicant shall have the necessary legal rights and agreements to include that product under certification.
c) Guardian may decline or defer an application where:
· the product type clearly falls outside the Scheme scope as defined in Sections A.2 and A.3;
· impartiality or conflict of interest cannot be effectively managed (see GSA-PR-02);
· applicable laws, sanctions, export controls or data-transfer restrictions prevent effective evaluation;
· resources or competence necessary for a sound evaluation are not available within a reasonable timeframe.
[bookmark: _Toc216812836]A.6.2 Minimum documentation required with application
a) The applicant shall, as a minimum, provide the following information and documentation using the prescribed formats:
1. Application form (GSA-F-28) duly completed and signed by an authorised representative, including:
· legal entity details and contact information;
· product identification and basic scope description;
· requested module(s) (A/B/C) and assurance level(s);
· declared deployment and usage context;
· confirmation of acceptance of the Scheme Rules and contractual terms.
2. Application review inputs (for GSA-F-29), including:
· high-level architecture diagrams of the product and its environment;
· overview of key functionalities and data flows;
· description of hosting model (e.g. cloud provider, regions, on-premise components);
· indication of external dependencies (e.g. third-party APIs, identity providers).
3. Security governance and SDL/SDLC overview, including where available:
· description of secure development practices and quality gates;
· description of vulnerability management and patching processes;
· references to any security policies or standards applied.
4. Threat Analysis and Risk Assessment (TARA) or equivalent threat modelling, where available.
5. Previous security assessments, where applicable:
· recent penetration test or vulnerability assessment reports;
· summaries of major security incidents and remediation actions.
b) Additional documentation may be requested by Guardian during application review where necessary to:
· clarify the proposed scope;
· understand complexity or risk;
· determine feasibility of evaluation at the requested module(s)/level(s).
[bookmark: _Toc216812837]A.6.3 Use of existing certifications as supporting evidence
a) Existing certifications (e.g. ISO/IEC 27001, SOC 2, PCI DSS, sectoral cyber schemes) may be submitted as supporting evidence and considered during evaluation planning and risk assessment.
b) Such certifications do not remove or reduce the need for product-level evaluation under this Scheme. Certification decisions are based solely on conformity with Guardian SecureApp™ Scheme requirements.
c) Where existing certifications are used as supporting evidence, this shall be recorded in the evaluation plan (GSA-F-33) and referenced in the evaluation report (GSA-F-38, GSA-F-71, GSA-F-72).
[bookmark: _Toc216812838]A.6.4 Application form and required declarations
a) The applicant shall submit the application using GSA-F-28 – Application Form, which includes mandatory declarations covering, at minimum:
· accuracy and completeness of information provided;
· ownership and/or rights over the product in scope;
· agreement to comply with Scheme Rules, including obligations after certification;
· acknowledgment of limitations of certification (see A.1.2);
· consent for processing of information and use of ICT in evaluations, where applicable.
b) Application review and risk screening shall be recorded using GSA-F-29 – Application Review & Risk Screening, including determination of:
· suitability of product for the Scheme;
· preliminary module(s) and assurance level(s);
· any known factors affecting impartiality, logistics or evaluation feasibility.
[bookmark: _Toc216812839]A.6.5 Conditions for refusal or deferral of applications
a) Guardian may refuse, defer or discontinue processing an application where:
1. eligibility criteria in A.6.1 are not met;
2. the applicant repeatedly fails to provide necessary information or access;
3. serious integrity or ethical concerns arise that may compromise impartiality or credibility;
4. legal or regulatory constraints prevent conduct of evaluation or maintenance of certification.
b) Reasons for refusal or deferral shall be documented and communicated to the applicant. The decision and rationale shall be retained in accordance with GSA-PR-03 and GSA-MN-01.
[bookmark: _Toc216812840]A.6.6 Cross-reference to GSA-PR-07
a) The detailed steps for handling enquiries, applications, scope definition, contract issuance and acceptance are defined in:
· GSA-PR-07 – Application, Contract & Scope Definition, and
· associated formats GSA-F-28, GSA-F-29, GSA-F-30.
b) The requirements in this Section A.6 shall be applied together with GSA-PR-07. Where there is any inconsistency between marketing material and the procedural or Scheme Rules, GSA-PR-07 and this Annex A shall prevail.
[bookmark: _Toc216812841]A.7 Technical Requirements and Evaluation Criteria
[bookmark: _Toc216812842]A.7.1 Object of conformity assessment
a) The object of conformity assessment under this Scheme is the product, as defined in A.5.2.3, within the scope boundaries agreed under A.2 and documented in the contract (GSA-F-30).
b) The evaluation covers security-relevant aspects of:
1. the product’s software components, including configuration and deployment;
2. the product’s interfaces (web, SaaS, API, microservices) and associated data flows;
3. the supporting operational controls under the certified client’s responsibility that significantly influence the product’s cybersecurity behaviour (e.g. logging, monitoring, incident management, backup and restore, change management).
c) Elements that are fully outside the applicant’s control (e.g. underlying IaaS platform security controls managed solely by a cloud provider) are not part of the direct object of conformity, but may be considered as environmental assumptions and shall be clearly stated as such in scope and reports.
[bookmark: _Toc216812843]A.7.2 Requirements against which conformity is assessed
a) Conformity is assessed against a combination of:
1. Scheme-level requirements defined in this Annex A (particularly Sections A.2, A.3, A.8–A.13);
2. Technical security criteria derived from OWASP and NIST publications, as specified in A.4.2;
3. Any additional, explicit requirements agreed with the client and documented in the contract and scope (e.g. specific regulatory mappings, where clearly included).
b) For each module and assurance level, Guardian maintains a technical mapping that defines:
· which OWASP ASVS levels and control categories apply;
· which OWASP API Security categories apply (for Module C);
· which OWASP Top 10 items are mandatory baselines;
· which NIST controls or practices (e.g. from SP 800-53, SSDF) are required for SDL/SDLC, vulnerability management and logging;
· the minimum depth of testing and evidence required.
These mappings are implemented through controlled checklists and working papers (e.g. GSA-F-37).
c) Requirements for TARA and SDL/SDLC evidence include, as applicable:
· existence of at least one documented threat model or TARA covering the product in scope (for higher assurance levels, Level 2 and Level 3);
· documented secure development practices aligned with recognised principles (e.g. NIST SSDF or equivalent internal standard);
· documented process for vulnerability identification, triage, remediation and verification.
d) Any tailoring or justified deviation from the standard technical mappings (e.g. a control not applicable due to architecture) shall be:
· recorded in the evaluation plan (GSA-F-33) and/or technical working papers (GSA-F-37);
· justified by the evaluator and confirmed during technical review (GSA-F-56).
[bookmark: _Toc216812844]A.7.3 Module–level mapping of technical requirements
a) For each module (A/B/C) and assurance level (1–3), Guardian maintains a documented mapping that specifies, at minimum:
1. applicable OWASP ASVS verification requirements;
2. applicable OWASP API Security Top 10 and related controls (for Module C);
3. relevant OWASP Top 10 items as baseline;
4. required NIST-related practices (e.g. secure coding guidelines, change management, logging requirements);
5. expected test depth and sampling intensity.
b) This mapping is used by the evaluation team to:
· design the evaluation plan (GSA-F-33);
· complete technical working papers (GSA-F-37);
· determine the severity and impact of nonconformities (A.9).
c) These module–level mappings form part of the technical Scheme documentation controlled under GSA-PR-01 and GSA-MN-01. Changes to the mapping (e.g. to reflect updates to OWASP or NIST publications) shall follow the Scheme review and change management process in A.17 and GSA-PR-01.
[bookmark: _Toc216812845]A.7.4 Reference to technical evaluation checklists and working documents
a) Evaluations under this Scheme shall use the following core technical documents, as applicable:
· GSA-F-33 – Evaluation Plan & Resource Allocation;
· GSA-F-37 – Technical Evaluation Working Papers / Checklist;
· GSA-F-38 – Initial Evaluation Report Template;
· GSA-F-39 – Nonconformity Report – Initial Evaluation;
· GSA-F-71, GSA-F-72, GSA-F-73 – Evaluation Report Templates for surveillance, recertification and special evaluations.
b) These formats serve to:
· ensure consistent application of technical criteria;
· capture evidence and test results;
· support traceability from Scheme requirements to evaluation findings and final decisions.
c) Evaluators shall complete these documents in a manner that allows an independent technical reviewer and Accreditation Body assessor to understand:
· which criteria were applied;
· how they were tested;
· what evidence was reviewed;
· how nonconformities were graded and treated.
[bookmark: _Toc216812846]A.7.5 Cross-reference to GSA-PR-08 / GSA-PR-11
a) The planning and conduct of evaluations, including selection of criteria, sampling and test methods, is described in:
· GSA-PR-08 – Evaluation Planning & Conduct – Guardian SecureApp™;
· GSA-PR-11 – Maintenance Evaluations (Surveillance, Recertification & Special Evaluations).
b) These procedures define, among other aspects:
· the required content of evaluation plans (GSA-F-33);
· the conditions for using ICT and remote techniques (in line with IAF MD 4);
· minimum activities for each assurance level and evaluation type;
· documentation and reporting requirements.
c) The requirements in Section A.7 shall be used together with GSA-PR-08 and GSA-PR-11 to ensure that technical criteria are applied consistently and transparently for all clients.
[bookmark: _Toc216812847]A.8 Evaluation Methods and Use of ICT
[bookmark: _Toc216812848]A.8.1 Evaluation stages
a) Evaluations under the Guardian SecureApp™ Scheme follow the general conformity assessment stages defined in ISO/IEC 17065 and implemented through GSA-PR-08 and GSA-PR-11. At a minimum, the following stages shall be evident in planning and records:
1. Selection – agreeing the scope, module(s), assurance level(s), criteria and evaluation methods;
2. Determination – performing the evaluation activities (document review, interviews, testing, etc.) to generate evidence of conformity or nonconformity;
3. Review – independent technical review of evaluation outputs;
4. Decision – certification decision in accordance with Section A.10.
b) For maintenance evaluations (surveillance, recertification, special evaluations), the same stages apply in a manner proportionate to the evaluation type and risk, as defined in GSA-PR-11.
[bookmark: _Toc216812849]A.8.2 Types of evaluation activities
a) Depending on module(s) and assurance level(s), evaluations shall include a mix of the following activities, as appropriate:
1. Document review
· Security policies, procedures and guidelines;
· Architecture and design documentation;
· SDL/SDLC descriptions and records;
· TARA / threat models;
· Incident and vulnerability management records.
2. Interviews and demonstrations
· Discussions with product owners, architects, developers, operations and security personnel;
· Demonstrations of key functionalities, security features and monitoring capabilities.
3. Technical testing and scanning
· Authenticated and/or unauthenticated vulnerability scanning;
· Targeted functional security testing;
· Penetration testing activities aligned to Scheme criteria and assurance level;
· Abuse-case and negative testing where appropriate.
4. Code, configuration and environment review (where applicable)
· Review of selected code snippets, configuration files, CI/CD pipelines;
· Review of logging and monitoring configuration;
· Review of access control and key management configurations.
b) The precise combination and depth of these activities for a given evaluation shall be defined in the evaluation plan (GSA-F-33), with reference to Section A.7 and relevant technical mappings.
[bookmark: _Toc216812850]A.8.3 Use of ICT in evaluations (remote/hybrid)
a) Guardian may use Information and Communication Technology (ICT) to conduct evaluations (fully or partially) in accordance with:
· IAF MD 4 – Use of ICT for Auditing/Assessment Purposes;
· GSA-PR-06 – Use of ICT & External Resources;
· GSA-PR-08 and GSA-PR-11 (planning and execution of remote/hybrid evaluations).
b) Examples of ICT techniques include:
· secure video conferencing for interviews and live demonstrations;
· screen sharing for configuration and log review;
· remote access to test environments;
· secure portals for document and evidence exchange.
c) Before using ICT, Guardian shall perform an ICT feasibility and risk assessment documented in GSA-F-34 – ICT Feasibility & Risk Assessment, addressing:
· confidentiality, integrity and availability of information exchanged;
· reliability of connectivity and tools;
· ability to achieve evaluation objectives and gather adequate evidence remotely;
· any restrictions relating to data protection, legal or contractual requirements.
d) Where ICT cannot provide sufficient assurance for critical activities (e.g. certain high-risk tests at Level 3), Guardian shall:
· supplement ICT activities with on-site work; or
· document limitations and adapt the evaluation approach, subject to approval by the Technical Reviewer or Scheme Manager.
[bookmark: _Toc216812851]A.8.4 Sampling rules (if applicable)
a) For large or complex products (e.g. many APIs, numerous modules, multiple tenants), Guardian may apply sampling to:
· select representative functionalities, tenants, routes or microservices;
· focus on risk-relevant components.
b) Sampling shall be:
· justified and described in the evaluation plan (GSA-F-33);
· consistent with the risk profile and assurance level;
· sufficient to support a reliable conclusion on conformity.
c) Sampling does not reduce the obligation to test all critical security functions identified in threat modelling or Scheme criteria.
[bookmark: _Toc216812852]A.8.5 Cross-reference to GSA-PR-08 and GSA-PR-11
a) The detailed methodology for planning, performing and recording evaluation activities is defined in:
· GSA-PR-08 – Evaluation Planning & Conduct – Guardian SecureApp™;
· GSA-PR-11 – Maintenance Evaluations (Surveillance, Recertification & Special Evaluations);
· GSA-PR-06 – Use of ICT & External Resources.
b) Evaluators shall apply the requirements of this Section A.8 together with these procedures to ensure that:
· evaluation methods are appropriate for the module(s) and level(s);
· ICT is used in a controlled and effective manner;
· evidence gathered is sufficient and reliable to support the certification decision.
[bookmark: _Toc216812853]A.9 Nonconformities, Grading and Corrective Actions
[bookmark: _Toc216812854]A.9.1 Types of findings
a) Evaluation results shall be categorised, at minimum, into:
1. Conformity – Scheme requirement is fulfilled.
2. Observation / Opportunity for improvement – No direct nonconformity, but potential weakness or enhancement opportunity is identified; monitoring is recommended.
3. Nonconformity (NC) – Non-fulfilment of a specified Scheme requirement (see A.5.2.9).
b) Findings shall be recorded in the evaluation working papers and reports (e.g. GSA-F-37, GSA-F-38, GSA-F-71) with sufficient detail to enable independent understanding and re-assessment.
[bookmark: _Toc216812855]A.9.2 Nonconformity grading
a) Nonconformities shall be graded as major or minor, using the following principles:
1. Major nonconformity
· Evidence of a serious weakness, absence or failure of a required control, process or practice that:
· creates significant doubt that the product achieves the intended security objectives; or
· indicates systemic failure affecting multiple controls or modules; or
· relates to controls that are critical at the selected assurance level (e.g. authentication, authorisation, encryption, key management, TARA at Level 3).
2. Minor nonconformity
· Non-fulfilment that does not, by itself, cast significant doubt on the overall effectiveness of security controls, but still requires correction and, where applicable, corrective action to prevent recurrence.
b) Where doubt exists regarding grading, the higher severity (major) should normally be applied, or justification documented by the evaluator and confirmed by the Technical Reviewer.
c) The grading decision and rationale shall be recorded in the Nonconformity Report (e.g. GSA-F-39, GSA-F-74, GSA-F-86).
[bookmark: _Toc216812856]A.9.3 Timeframes for corrective action and evidence submission
a) For initial evaluations:
1. Major NCs
· Certification shall not be granted until all major NCs are corrected and verified.
· The default maximum timeframe to implement and provide evidence of correction and corrective action is 90 days from communication of the NC, unless a different period is justified by risk and approved by the Scheme Manager.
2. Minor NCs
· Certification may be granted, subject to an approved corrective action plan.
· Implementation and evidence are normally required within 90 days, or by the next surveillance at the latest, depending on severity and risk.
b) For surveillance and recertification evaluations:
· Major NCs may lead to suspension or non-renewal if not corrected within a defined timeframe;
· Timeframes shall be risk-based and consistent with GSA-PR-10 and GSA-PR-11.
c) Timeframes and any extensions shall be documented and justified in the evaluation and decision records.
[bookmark: _Toc216812857]A.9.4 Treatment of open nonconformities
a) When NCs remain open at the time of review or decision:
1. Open major NCs – Certification cannot be granted or maintained unless:
· temporary measures reduce risk to an acceptable level;
· a clearly defined, short-term corrective plan exists; and
· a justified decision is taken by the Certification Decision Maker in accordance with GSA-PR-09.
Such cases shall be exceptional and fully justified.
2. Open minor NCs – May be accepted with an approved corrective action plan, provided that:
· the residual risk is acceptable;
· implementation can be verified at the next surveillance or follow-up evaluation;
· conditions and deadlines are clearly stated.
b) Open NCs and related actions shall be tracked as part of the certification data and followed up during subsequent evaluations (GSA-PR-10, GSA-PR-11).
[bookmark: _Toc216812858]A.9.5 Cross-reference to NC and CAPA formats
a) Nonconformities, corrective actions and follow-up shall be documented using the relevant formats, including but not limited to:
· GSA-F-39 – Nonconformity Report – Initial Evaluation;
· GSA-F-74 – NC & CAPA Log – Maintenance Evaluations;
· GSA-F-86 – Special Evaluation NC / Incident Log.
b) These records shall include:
· description of the NC and reference to relevant Scheme requirement(s);
· classification (major/minor);
· agreed corrective actions and responsible person(s);
· target dates and actual completion dates;
· verification method and conclusion.
[bookmark: _Toc216812859]A.9.6 Cross-reference to GSA-PR-08, GSA-PR-11, GSA-PR-13
a) The operational rules for NC handling, corrective action verification and escalation are further defined in:
· GSA-PR-08 – Evaluation Planning & Conduct;
· GSA-PR-11 – Maintenance Evaluations;
· GSA-PR-13 – Internal Audit for Guardian SecureApp™ (for NCs identified internally within the Scheme operations).
b) The requirements of this Section A.9 shall be applied consistently across all evaluations and internal audits to ensure that nonconformities are handled in a way that maintains the integrity and credibility of the Scheme.
[bookmark: _Toc216812860]A.10 Certification Decision Rules
[bookmark: _Toc216812861]A.10.1 Inputs to certification decision
a) Certification decisions under the Guardian SecureApp™ Scheme shall be based solely on objective evidence of conformity with Scheme requirements.
b) At a minimum, the following inputs shall be available, complete and reviewed before a certification decision is taken:
1. Evaluation plan (GSA-F-33) and any subsequent revisions;
2. Evaluation reports appropriate to the evaluation type:
· Initial evaluation report (GSA-F-38);
· Maintenance evaluation reports (GSA-F-71, GSA-F-72, GSA-F-73);
3. Technical evaluation working papers and checklists (GSA-F-37 and related records), demonstrating how the criteria in Sections A.7 and A.8 were applied;
4. Nonconformity reports and CAPA records (GSA-F-39, GSA-F-74, GSA-F-86), including status of corrective actions;
5. Technical review record and recommendation (GSA-F-56 – Technical Review & Recommendation);
6. Impartiality and conflict of interest confirmation (GSA-F-58 – Impartiality & Conflict of Interest Check);
7. Contract and scope confirmation (GSA-F-30) and any amendments;
8. Any additional records required by GSA-PR-09 and GSA-PR-10 (e.g. risk assessments, incident records, complaints).
c) The Certification Decision Maker shall have access to all relevant information necessary to reach a reasonable and defensible conclusion regarding conformity.
[bookmark: _Toc216812862]A.10.2 Conditions to grant certification
a) Certification may be granted when the Certification Decision Maker concludes that:
1. All applicable Scheme requirements in Annex A and the referenced procedures have been evaluated for the module(s) and assurance level(s) in scope;
2. All major nonconformities are closed, and effective corrective actions have been verified;
3. Any remaining minor nonconformities are covered by an approved corrective action plan with acceptable residual risk and clear deadlines (see A.9);
4. The product demonstrates an overall level of security consistent with the intended assurance level and risk profile;
5. No unresolved impartiality or conflict of interest issues exist;
6. All contractual and administrative requirements (including fees) have been fulfilled.
b) The decision, its rationale and any conditions (e.g. follow-up actions, deadlines for minor NCs) shall be recorded in the certification decision record and linked to the relevant evaluation documentation.
[bookmark: _Toc216812863]A.10.3 Conditions to refuse or withdraw an application
a) Certification shall be refused (or not renewed) where:
1. Major NCs remain unresolved beyond acceptable timeframes or are of such nature that certification would compromise the Scheme’s credibility;
2. The applicant knowingly provides false, incomplete or misleading information;
3. The evaluation cannot be completed in a reliable manner due to persistent lack of cooperation, access or evidence;
4. Legal, regulatory or ethical constraints prevent Guardian from maintaining an impartial and competent evaluation and decision process.
b) Reasons for refusal or non-renewal shall be communicated to the applicant and recorded, including reference to the relevant requirements and evidence.
[bookmark: _Toc216812864]A.10.4 Conditional decisions
a) In exceptional and well-justified cases, Guardian may issue a conditional decision, for example:
· granting certification with conditions (e.g. time-bound actions, limited scope);
· maintaining certification while serious, but contained, issues are being resolved under close monitoring.
b) Conditional decisions shall only be used where:
1. The residual risk is clearly understood and judged acceptable for a short period;
2. Specific conditions, deadlines and follow-up evaluation activities are defined;
3. The decision and its justification are documented in the certification decision record and approved by the Scheme Manager or designated authority.
c) Conditional decisions shall not be used to bypass fundamental Scheme requirements or to legitimise significant unresolved security weaknesses.
[bookmark: _Toc216812865]A.10.5 Statement of Conformity – Wording and Rules
a) Each certificate issued under this Scheme shall include a statement of conformity that clearly indicates:
· the object of conformity (product/service) and scope (see A.2.3);
· the applicable module(s) and assurance level(s);
· reference to the Guardian SecureApp™ Scheme and this Annex A.
b) The standard statement of conformity used by Guardian shall be defined in the certificate template (e.g. GSA-F-43 / GSA-F-60) and shall be consistent with the following structure (example):
“The product identified in this certificate has been evaluated and found to conform to the Guardian SecureApp™ Product Certification Scheme Rules (Annex A to GSA-PR-01) for the module(s) and assurance level(s) specified in the scope of this certificate.”
c) Any permitted variations or translations of the statement of conformity shall:
· not alter the meaning;
· be approved by the Scheme Manager;
· be controlled via the certificate template(s).
d) Claims made by certified clients shall not exceed or distort the content of the statement of conformity and shall comply with Section A.13.
[bookmark: _Toc216812866]A.10.6 Certificate content and sample certificate of conformity
a) Certificates issued under the Guardian SecureApp™ Scheme shall, at a minimum, contain:
1. Identification of Guardian Assessment Private Limited and the Guardian SecureApp™ Scheme;
2. Unique certificate number;
3. Name and address of the certified client (legal entity);
4. Identification of the product/service certified;
5. Scope statement as defined in A.2.3;
6. Applied module(s) and assurance level(s);
7. Certificate issue date, validity dates and certification cycle reference;
8. Reference to this Scheme and key normative documents (e.g. Annex A, ISO/IEC 17065);
9. Statement of conformity as per A.10.5;
10. Signature or equivalent authentication of the authorised person(s) representing Guardian;
11. Reference to public directory entry (e.g. URL or identifier).
b) The layout, wording and security features of the certificate shall be controlled through GSA-F-43 / GSA-F-60 – Certificate of Conformity Template(s), approved by the Scheme Manager and Director.
c) A sample certificate of conformity shall be maintained as an informative example within the template or an associated annex. Any changes to the template shall be subject to document control and, where relevant, accreditation body notification.
[bookmark: _Toc216812867]A.10.7 Separation of evaluation and decision
a) In accordance with ISO/IEC 17065, the evaluation and the certification decision shall be performed by personnel or functions that are free from undue influence.
b) Guardian shall ensure that:
1. Individuals who performed the evaluation (GSA-PR-08 / PR-11) do not unilaterally make certification decisions;
2. The Certification Decision Maker has the competence defined in GSA-PR-05 and is independent of commercial, financial or other pressures that could compromise impartiality;
3. The technical review (GSA-F-56) is carried out by competent personnel who were not directly responsible for performing the evaluated activities;
4. Any deviation from these principles (e.g. in small-organisation scenarios) is justified, documented and subject to enhanced impartiality controls as per GSA-PR-02.
c) The structure and responsibilities for evaluation, technical review and decision-making are described in GSA-PR-05 – Competence & Assignment and GSA-PR-09 – Evaluation Review & Certification Decision.
[bookmark: _Toc216812868]A.11 Certification Cycle, Validity and Surveillance
[bookmark: _Toc216812869]A.11.1 Certification cycle and validity period
a) The standard certification cycle for the Guardian SecureApp™ Scheme is three (3) years, consisting of:
1. Initial evaluation and decision (Year 0);
2. At least annual surveillance evaluations during the cycle;
3. A recertification evaluation prior to the end of the 3-year cycle.
b) The certificate validity period shall not exceed 3 years from the initial certification decision or recertification decision, as applicable.
c) Alternative or shorter validity periods may be applied in specific cases (e.g. pilot deployments, high-risk contexts) where justified and documented in accordance with GSA-PR-10 and approved by the Scheme Manager.
[bookmark: _Toc216812870]A.11.2 Surveillance strategy and frequency
a) Guardian shall conduct surveillance evaluations at planned intervals to verify that:
· the certified product continues to meet Scheme requirements;
· key security controls remain effective;
· corrective actions remain implemented and effective;
· changes and incidents are being managed appropriately.
b) As a minimum:
· At least one surveillance evaluation per year shall be conducted during the certification cycle;
· Surveillance may be conducted using a combination of on-site, remote and hybrid methods in accordance with A.8 and GSA-PR-11.
c) The surveillance programme shall be risk-based, considering:
· assurance level (Level 1, 2 or 3);
· nature and exposure of the product;
· history of nonconformities, incidents and changes;
· complaints and market feedback.
d) The surveillance plan and results shall be recorded using the applicable evaluation plan and report formats (e.g. GSA-F-33, GSA-F-71, GSA-F-72, GSA-F-74).
[bookmark: _Toc216812871]A.11.3 Recertification strategy and conditions
a) A recertification evaluation shall be conducted before the expiry of the certification cycle to determine whether certification can be renewed for a further cycle.
b) Recertification evaluations shall:
1. include a comprehensive review of the product’s security posture;
2. consider cumulative knowledge from all previous evaluations, incidents and changes;
3. verify continued suitability of the scope, module(s) and assurance level(s);
4. verify that all outstanding nonconformities and conditions have been effectively addressed.
c) Recertification may involve a level of effort and depth of testing similar to, or greater than, the initial evaluation, particularly at higher assurance levels or where significant changes have occurred.
d) Failure to complete recertification evaluation and decision by the defined timeframe shall result in expiry or withdrawal of certification, in accordance with GSA-PR-10.
[bookmark: _Toc216812872]A.11.4 Activities triggering surveillance vs special evaluation vs recertification
a) In addition to planned surveillance, Guardian may initiate special evaluations (sometimes called “extraordinary” or “unplanned” evaluations) where:
1. significant security incidents or breaches are reported;
2. major changes are implemented that may affect the certified product’s security (see A.12);
3. serious complaints or credible intelligence raises doubt about ongoing conformity;
4. requested by regulators or the Accreditation Body in justified circumstances.
b) The decision whether an event triggers:
· adjustment in the next surveillance scope,
· an immediate special evaluation, or
· early recertification
shall be taken in accordance with GSA-PR-10 and GSA-PR-11, based on risk and impact.
[bookmark: _Toc216812873]A.11.5 Monitoring of ongoing compliance – client obligations
a) Certified clients shall continuously maintain conformity with Scheme requirements, including:
1. maintaining security controls and processes at least at the level demonstrated at initial evaluation;
2. monitoring vulnerabilities, threats and incidents relevant to the certified product;
3. implementing timely corrective actions where weaknesses or incidents are identified;
4. informing Guardian of major changes or significant incidents in accordance with Section A.12.
b) The certified client shall:
· retain relevant records (e.g. logs of vulnerabilities, patches, incidents, changes) for review during surveillance and recertification;
· cooperate with Guardian’s requests for information and evidence;
· ensure that claims and use of the Guardian SecureApp™ mark remain accurate and compliant with A.13.
c) Failure to comply with these obligations may lead to suspension, reduction of scope or withdrawal of certification in line with A.16 and GSA-PR-10.
[bookmark: _Toc216812874]A.11.6 Cross-reference to GSA-PR-10 and GSA-PR-11
a) The operational rules for:
· planning and conducting surveillance, recertification and special evaluations;
· managing certification status (granted, maintained, suspended, restored, withdrawn, reduced);
· updating certificates and directories;
are defined in:
· GSA-PR-10 – Management of Certification Cycle, Validity & Data;
· GSA-PR-11 – Maintenance Evaluations (Surveillance, Recertification & Special Evaluations).
b) The requirements of this Section A.11 shall be applied together with these procedures to ensure that certification remains meaningful, current and credible throughout the entire cycle.
[bookmark: _Toc216812875]A.12 Changes, Incidents and Special Evaluations
[bookmark: _Toc216812876]A.12.1 Client obligations to report changes and incidents
a) Certified clients shall promptly inform Guardian of any changes or events that may affect the validity or scope of certification, including but not limited to:
1. significant functional or architectural changes to the certified product;
2. change in hosting model, key service providers, or deployment regions relevant to security;
3. introduction of new high-risk features (e.g. payment modules, personal data processing, critical integrations);
4. major changes in the organisational structure or legal status of the certified client that affect responsibility for the product;
5. security incidents affecting the certified product, especially those with confirmed or suspected compromise of confidentiality, integrity or availability of sensitive data.
b) The mechanism and timeline for reporting are defined in GSA-PR-10 – Management of Certification Cycle, Validity & Data, using the applicable incident/change notification formats (e.g. GSA-F-75, GSA-F-76).
c) Failure to report relevant changes or incidents may result in suspension, withdrawal or reduction of the certification, in accordance with A.16 and GSA-PR-10.
[bookmark: _Toc216812877]A.12.2 Change classification (minor / major / critical)
a) Guardian shall classify reported changes as minor, major or critical, in order to determine whether additional evaluation activities are necessary.
b) As a general guide:
1. Minor change
· Changes with low impact on the product’s security posture (e.g. cosmetic UI changes, minor non-security-related features, non-security-relevant refactoring).
· Normally handled through documentation update and verification at the next surveillance.
2. Major change
· Changes with potential significant impact on security (e.g. new modules, new authentication methods, change of cloud provider or region, introduction of sensitive data processing).
· Typically requires targeted special evaluation or expanded surveillance activities to confirm continued conformity.
3. Critical change
· Changes that fundamentally alter the product’s architecture, threat exposure, or responsibility boundaries (e.g. complete platform re-architecture, change of legal entity responsible for the product, major shift in user base or regulatory context).
· May require a level of assessment comparable to an initial evaluation or recertification; may also temporarily impact certification status until evaluated.
c) Detailed criteria and examples for change classification are maintained in GSA-PR-10 and associated guidance.
[bookmark: _Toc216812878]A.12.3 Treatment of reported incidents, vulnerabilities and breaches
a) Security incidents and serious vulnerabilities reported by the client, regulators or third parties shall be logged and assessed by Guardian to determine:
1. whether the incident indicates a failure to meet Scheme requirements;
2. whether the product still meets the security objectives corresponding to the assurance level;
3. whether immediate risk to relying parties exists.
b) Guardian may require the certified client to provide:
· incident summaries and timelines;
· root cause analysis;
· corrective and preventive action plans;
· evidence of remediation and verification.
c) Incidents and vulnerabilities may lead to:
· no change in status, where controls worked as intended and residual risk remains acceptable;
· special evaluation focusing on the affected areas (see A.12.4);
· suspension, reduction of scope or withdrawal of certification, where justified (see A.16).
d) Incident and vulnerability handling shall be recorded using appropriate formats (e.g. GSA-F-86 – Special Evaluation NC / Incident Log) and managed in accordance with GSA-PR-10, GSA-PR-11 and GSA-PR-12.
[bookmark: _Toc216812879]A.12.4 Conditions for special evaluations
a) Guardian shall initiate a special evaluation (unplanned or extraordinary evaluation) when:
1. a critical or high-impact incident suggests potential loss of conformity;
2. a major or critical change has been classified that cannot be adequately addressed within planned surveillance;
3. reliable complaints or regulator concerns raise doubt about the continued effectiveness of controls;
4. requested or required by the Accreditation Body in specific circumstances.
b) Special evaluations shall:
· be planned and documented using an evaluation plan (GSA-F-33) specific to the event;
· focus proportionately on the affected controls, modules and assurance level;
· result in a written report (e.g. GSA-F-73) and, where applicable, NC and CAPA records (GSA-F-86).
c) The outcomes of special evaluations may include:
· confirmation of continued conformity;
· requirement for corrective actions with follow-up;
· change of assurance level, scope, or certification status (e.g. suspension, withdrawal), in accordance with A.16 and GSA-PR-10.
[bookmark: _Toc216812880]A.12.5 Cross-reference to GSA-PR-10, GSA-PR-11, GSA-PR-12, GSA-PR-14
a) The detailed processes and responsibilities for:
· reporting and logging changes and incidents;
· change-impact analysis and classification;
· planning and conducting special evaluations;
· integrating incident information into risk management and business continuity;
are defined in:
· GSA-PR-10 – Management of Certification Cycle, Validity & Data;
· GSA-PR-11 – Maintenance Evaluations (Surveillance, Recertification & Special Evaluations);
· GSA-PR-12 – Complaints, Appeals & Misuse Management;
· GSA-PR-14 – Risk Management & Business Continuity for the Scheme.
b) This Section A.12 shall be applied together with these procedures to ensure that changes and incidents are handled in a manner that maintains the reliability and credibility of the Guardian SecureApp™ certification.
[bookmark: _Toc216812881]A.13 Use of Certificate, Guardian SecureApp™ Mark and Claims
[bookmark: _Toc216812882]A.13.1 Conditions of use of the certificate
a) The certificate issued under this Scheme remains at all times the property of Guardian Assessment Private Limited. The certified client is granted the right to use the certificate solely in accordance with these Scheme Rules and the certification agreement.
b) The certified client shall:
1. use the certificate only in relation to the product, scope, module(s) and assurance level(s) specified on the certificate;
2. ensure that all statements and representations related to certification are accurate, complete and not misleading;
3. immediately stop using the certificate and related claims when certification is suspended, withdrawn, expired or scope is reduced, as instructed by Guardian.
c) The certificate shall not be used in a way that could suggest that certification:
· applies to products or services outside the defined scope;
· covers the entire organisation or all products of the client;
· implies endorsement of activities not evaluated under this Scheme.
[bookmark: _Toc216812883]A.13.2 Guardian SecureApp™ mark – description and protection
a) The Guardian SecureApp™ mark is a protected certification mark owned by Guardian Assessment Private Limited and is used to indicate that a product has been certified under this Scheme.
b) The design, colours, proportions and permitted variants of the mark are defined and controlled through mark artwork and usage guidelines (e.g. GSA-F-42, GSA-F-44).
c) Clients are granted a limited, non-transferable license to use the mark in conjunction with the certified product only, subject to:
· valid certification status;
· compliance with these Scheme Rules and the mark usage guidelines;
· any additional contractual conditions.
[bookmark: _Toc216812884]A.13.3 Rules for mark usage (media, websites, product pages, etc.)
a) The mark may be used:
1. on marketing materials specifically and clearly referring to the certified product;
2. on product web pages and documentation where the certified scope is clearly indicated;
3. in proposals and communications where the context makes clear which product is certified and under what module(s)/level(s).
b) When used in digital or printed media, the mark shall be accompanied, where practicable, by:
· the phrase “Guardian SecureApp™ certified”;
· the module(s) and assurance level(s);
· at least a reference to the certificate number or public directory (e.g. URL).
c) The mark shall not be used:
· in connection with uncertified products or services;
· in a way that suggests whole-organisation certification or endorsement;
· on legal documents or contracts in a manner that may be construed as a warranty or guarantee of security.
d) The detailed placement, size and contextual rules for mark usage are defined in the mark usage guidelines and the certification agreement.
[bookmark: _Toc216812885]A.13.4 Prohibited uses and misleading claims
a) The certified client shall not:
1. imply that certification guarantees absence of vulnerabilities, incidents or breaches;
2. claim that certification is equivalent to compliance with any law, regulation or framework not explicitly covered by the Scheme scope;
3. use the mark or certificate in a way that could mislead users, regulators or other stakeholders about the scope, assurance level or validity of certification;
4. continue using the mark or certificate after suspension, withdrawal or expiry, except as explicitly authorised for historical or archival purposes.
b) Examples of misuse include, but are not limited to:
· using the mark on unrelated products;
· suggesting that Guardian or the Scheme owner is responsible for security operations;
· failing to update or remove claims on websites after changes in certification status.
c) Suspected misuse may be identified by Guardian, the Accreditation Body, clients, regulators or any interested party and shall be handled as a complaint or potential nonconformity in accordance with GSA-PR-12.
[bookmark: _Toc216812886]A.13.5 Monitoring of mark and claim usage
a) Guardian shall monitor the use of the certificate and mark by certified clients through:
· review of public information (e.g. websites, marketing materials, app stores);
· information obtained during evaluations and communications;
· complaints or feedback from third parties.
b) Where misuse or potentially misleading claims are identified, Guardian shall:
· inform the client and request correction within a defined timeframe;
· verify that corrective actions have been taken;
· record the issue and actions taken using appropriate formats (e.g. complaint/misuse log in GSA-PR-12).
[bookmark: _Toc216812887]A.13.6 Cross-reference to sanctions and GSA-PR-09 / GSA-PR-12
a) Persistent misuse of the certificate or mark, or failure to correct misleading claims, may result in:
· suspension or withdrawal of certification;
· reduction of scope;
· legal action or other measures, where appropriate.
a) The escalation and sanctions process is defined in:
· GSA-PR-09 – Evaluation Review & Certification Decision (for status changes);
· GSA-PR-10 – Management of Certification Cycle, Validity & Data (for updates to certificates and directories);
· GSA-PR-12 – Complaints, Appeals & Misuse Management (for complaint handling and misuse sanctions).
b) This Section A.13 shall be interpreted in conjunction with A.16 (Suspension, Withdrawal and Reduction of Scope) to ensure that misuse of the mark or certificate is addressed consistently with the overall Scheme governance and IAF MD 7–compatible sanctions concepts.
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